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LOGIN TO FIP

= Loginto FireEye Intelligence Portal THREAT INTELLIGENCE
(FIP)

= hitps://intelligence fireeye.com

Sign In

FIREEYE THREAT INTELLIGENCE

HELIX: INTELLIGENCE

HELIX EU: INTELLIGENCE

FIREEYE EMPLOYEE
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https://intelligence.fireeye.com/

ACCESSING DIGITAL THREAT MONITORING

= From the FIP home page select the Dashboard or Keywords option.

{) THREAT INTELLIGENCE ntelligence News Analysis Tools Alerts Support Admin Q,

Dashboard
TRENDS AND FORECASTING

RECENT KAYSLICE/COOLPANTS
ACTIVITY

Disruption and Unplanned Remote Work ?

Not Business as Usual: Risks and Best Practices for Business

TEMP.METASTRIKE

Malware Industry Region

Subscription Intel Products
443 2118 1 4,078 37 3362 70,004 22 45,624
Profiles Reports Sectors Reports Regions Reports Reports Product Types Reports
LATEST INTELLIGENCE —+H
Threat v All Risk Ratings v Latest ¥
TRENDS AND FORECASTING m EVENT COVERAGE/IMPLICATION P ," EVENT COVERAGE/IMPLICATION W
Social Engineering Based on Stimulus Bill Managing Email Phishing Risks During CHERRYSTEM Malware Identified in
and COVID-19 Financial Compensati ... the Coronavirus (COVID-19) Epidemi ...

Campaign Targeting Chinese Interes ...

R
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DTM LANDING PAGE

= The dashboard provides access to your alerts, alert filters and use
staftistics.

u From here you COn ()THREAT\NTELLI(T:ENCE

pass through to the . el

keyword

management

modaland enter e ,

single or multiple . [ ° 0 . 0
keywords, or
completelyreplace 7~ o —
your keywordlist by 14 e _—
using the bulk

uploadfunction.
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EXPORTING KEYWORDS: MAKE A BACKUP COPY FIRST
= Select Actions
= Select Export Keywords

= This willexport an excel file containing all of the current keywords

c} THREAT INTELLIGENCE ntelligence News Analysis Toaols

Digital Threat Monitoring: Keywords

OTM Demo Actions ~
Threat Keywords d Ke
O Keyword Category Type Description Filter Created Export Keywords
port Key
O 205.185.216.1/24 Metwork Info IP Addresses
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ADDING KEYWORDS

= Select Actions
= Select AddKeywords
= The "AddKeywords” modalwillopen

ntelligence News Analysis Toals Alerts Support Admin
C) THREAT INTELLIGENCE =e = anEl : Q 1
Digital Threat Monitoring: Keywords
Threat Keywords
v Add Keywords
O Keyword - Category Type Description Filter Created Export Keywords
O 205.185.216.1/24 Metwork Info IP Addresses 21 days ago &
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ADD KEYwWORDS: Two OPTIONS

= The Add Keywords modal provides options for “Enter
Keywords” (single or small groups) and “Replace Keywords”
(bulkuploads).

Add Keywords x

ENTER KEYWORDS

REPLACE KEYWORD S

Keyword Reference Guide

Enter Keywords using the form below to drive monitoring and Threat Alerting results on areas of interest to your organization. Fields with

Description
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ENTER KEYWORDS OPTION

= Select “Enter Keywords" to input
single or small batches of keywords

— Here, keywords are addedTO the
current list of keywords

— Addifions do not over-write the
currentlist of keywords

— Maximum number of keyword
entriesis subscription dependent

= Unlimited forstandalone
subscribers

= 100 for standard intel subscribers

a9
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Add Keywords x
REF‘ LACE KEYWORDS

E".§'|‘i_..'.: ds using the form below to drive monitoring and Threat Alerting results on areas of interest o your organization. Fields with

Keyword Reference Guide

Description




KEYWORD MAPPING CATEGORY TO TYUPE

<

10
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Category
BIN Number

Brand & Product

Network

Organizational Identity

Social Media

Supply Chain

YV V. VvV VY VY ¥V ¥V V V VY VYV V VY

Type
BIN Number
Product or Service
Project Name
Domains
Emails
IPs
URLs
Critfical Facilities
Organizational Names
Subsidiaries/DBA
VIPs
Twitter

Vendors or Partners



ENTER KEYWORDS OPTION
= Enterthe keyword(s)

ENTER KEYWORDS REPLACE KEYWORDS Keyword Reference Guide

= Enter the filter (optional) et e s 1 g T TS AT s 37 15 0t s i

— Use filters to reduce alert volume for targeted results. oo

Regular expressions are supported. Hctun 639 e spac M x

= Choose the keyword category

| "Marvin the Martian” AND "K-3"

— Keyword Types are dependent on category
= Next, select the keyword type

*Category *Type
| Brand and Products | | Products or Service

Description

= Entera short description, which | |
helpsif you engage ananalystorif
FireEye needstorefine your filter. —

Click “Submit” When Finished 1

For More Details on Using Filters, Please See Section Starting on Slide #18




REPLACE KEYWORDS OPTION: BUuLK UPLOADS

= Select “Replace Keywords” to
bulk upload keywords

— NOTE: New bulk uploads delete your
currentlist of keywords via overwriting

— Thereis currently no built-inbbackup, aside
from savingy our initial bulk uploads, so
please be careful

— Maximum number of keyword entriesis
subscription dependent

= Unlimited for enterprise clients

= 100 for all other Intel subscribers
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Add Keywords 3
ENTER KEYWORDS o uide

Keyword Reference Guid

Enter Keywords using the form below to drive monitoring and Threat

*Keyword(s) [0]

Filter @

*Category € “Type

| Choose & Category

Description




REPLACE KEYWORDS: BULK UPLOADS

= Select “View Template”, which will download an Excel file containing the DTM
Keywords template. Use this for bulk uploading large numbers of keywords.

= Max number of bulk uploads on the Keywords Profile is 14,999

Add Keywords X

ENTER KEYWORDS | REPLACE KEYWORDS

Replace all keywords by uploading a document list. Download a blank template to make a document list by using the VIEW TEMPLATE link
below.

Upload Document VIEW TEMPLATE

CANCEL SUBMIT
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REPLACE KEYWORDS: BULK UPLOADS

= The FireEye DTM Keywords Profile enables bulk uploads with

columns for Keywords, Category, Type, Description, and Filters
builtin, to include drop downs for choosing av ailable options, as
shown below.

Category Description Filter

Henry is known for his radical changes to
King Henry VIII High Profile Personnel Facilities VIPs the English Constitution, ushering into
England the theory of the divine right of

("Tudor Monarch" OR reformation OR
"Catherine of Aragon") AND NOT (VII OR VI)
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REPLACE KEYWORDS: BUuLK UPLOADS
= Enter the keyword(s)

= Choose the keyword category
— Keyword Types are dependent on category
= Next, select the keyword type

= Enter a short description, which helpsif you engage an analyst
or if FireEye needs to refine your filter.

= Enter the filter (optional)

Henry is known for his radical changes to

("Tudor Monarch" OR reformation OR

King Henry VIII High Profile Personnel Facilities VIPs the English Constitution, ushering into "Catherine of Aragon”) AND NOT (VIl OR V)
England the theory of the divine right of
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REPLACE KEYWORDS: BUuLK UPLDADS

®= Drag and drop your completed DTM Keywords file into the “Upload Document™
box and select “Submit™.

= Reminder: this action deletes andreplaces all your current keywords.

Add Keywords X

ENTER KEYWORDS REPLACE KEYWORDS

Replace all keywords by uploading a document list. Download a blank template to make a document list by using the VIEW TEMPLATE link
below.

Upload Document VIEW TEMPLATE

CANCEL SUBMIT
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ERROR MESSAGES

= [f there is an issue with your keyword
entries or bulk upload you willget an
errormessage.

= Pleasereview the “Common Errors” in
the third section for tips on how to
identify and correct common errors

= |f you are unable toresolve any errors
please contact:

DigitalThreats@FireEye.com
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Add Keywords

ENTER KEYWORDS REPLACE KEYWORDS Keyword Refer:

Enter Keywords using the form below to drive monitoring and Threat Alerting results on areas of interest to your organization. Fields with
*Keyword(s) [11

iy %

|

Filter €
["Marwnthe Martian” AND "K-0") 0}
Category € *Type
| Brand and Products | | Products or Service ‘
Description

Cance 1



mailto:DigitalThreats@FireEye.com
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How 1o UsSE DTM FILTERS
AND QUERIES EFFECTIVELY




QUERIES &8 FILTERS

= Terms vs Phrases

= Queries

= Boolean Operators “OR” “*AND" “NOT"
= Wildcard Searches “*" “¢”

= Advancedsearchtools
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TERMS

= There are two types of terms:

= Single words
— Rabbit
- Acme

= Phrases - a group of words surrounded by double quotes such as “Acme
Inc”

— “BugsBunny”
- “Marvin the Martian”
- “llludium Q-36 Explosive Space Modulator”

= M ultiple terms can be combined together with Boolean operators to form
a more complex query (see below)
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QUERY

= Whatis a Querye

= A query is a combination of Keywords, and optional values, in an
expression with Boolean operators (AND, OR, NOT). Grouping is supported.

— Term: Rabbit
— Query: Rabbit AND Fudd
= Theresult contains Rabbitand Fudd
— Phrase: “Bugs Bunny”
— Query: “Bugs Bunny” AND "“Elmer Fudd”
— The result contains Bugs Bunny and Elmer Fudd
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BUILDING FILTERS:
BOoLEAN OPERATORS “OR” “AND” “NOT”

= Three most common operators

— "OR" The default operator between two terms (used if none is provided). The
content matchesif either termis found.

= Example:
— Bunny ORwabbits - the content must contain Bunny or wabbits
— "AND"” The AND operator matchesif both terms are foundin the content.
= Example:
— “Tweety” AND “Sylvester” - the content must contain Tweety andSylvester
— "NOT"” The NOT operator excludes the term after it from being present in the content
***For clarnty we recommend using AND NOT instead of just NOT
= Example:

— “ACMEInc” AND NOT “Eight Shooter"’- the content must contain ACMEInc and eliminates all
documentswith areference to Eight Shooter.

C) 22  ©2019 FreEye



Two GENERAL PATHS: AND vs NOT

= NOT function eliminates unwanted noise and leaves the rest
— Like panning for gold

= Recommended first
— Pros

= Targetsthe noise andexcludesit
= Less chance of missing something significant

— Cons
= |terative process — Whack-a-Mole

= Eliminate noisiest distractors first one at a time
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AND vs NOT CONTINUED

= AND Function — Performing Surgery

— Pros
= Only alertsif allconditions are met
= Very specific and minimal noise
— Cons
= Greaterrisk of missing something significant.
= Filfercanbe very long andcomplex
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BUILDING AN EFFECTIVE AND NOT ALERT FILTER

= Questions to ask before building an AND NOT Threat Alerts filtere

— Is the term/name unique —run a google search on the entire text string (*Mark
Twain”). Do you get millions of hits, if yes - willneed to build a filter.

= Review alerts for common false positives
= Choose termsthat are specific to the false alerts

— The biggest offenders are often associated online gaming sites.
= Filfer on termslike dragons or denizens or gamers or players
= Terms that would not normally be present in client document

= Be careful not to choose terms that could filter out true positives

— The term players would be a poor choice for a casino client

() 25  ©2019 Frekye



BUILDING AN EFFECTIVE AND ALERT FILTER

= Questions to ask before building an AND Threat Alerts filtere

— Does the potentialimpact of missing something increase the threshold for false
positivese

— How much effort are you wiling to expend parsing through false positives?

= What “badword(s)"” could be usedin a filter to associate your keyword
with:

— Nefarious activity
— Information of interest

"= [sthe term linked to a single country, region or event

— Utillize the nafive language term/character/symbol where possible.
— Use the term translated into suspect language(s) (Russian/Chinese/etc.)

C) 26  ©2019 Frekye



FILTERS: LESS IS OFTEN MORE - BE CONCISE

= Filters limit results, so be judicious

= What type of filters (key terms or phrases) would uncover activity of
intereste For example:

— Credit Cards
= Track OR Dump ORBIN* ORRecord OR Download ORSell ORFile etc.

— PII

= Name* ORBirth* OR Phone OR District OR County OR Address OR School OR Social OR
Gender ORSex OREmMail ORzip

— Application

= APIOR"APlkey*' OR vulnerabilit* OR authentication OR scrap* OR OAuth ORkey* OR
"credential stuffing” OR"APIscraping"
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WEB PRESENCE
= VIPS/EXEC/Board members

— Conduct google check, if millions of hits consider adding an association:
= Company hame
= Position (CEQ/CIO)
= Title
= Activity linkedto a particular
— High visibility news media activity
- Incident
— Specific group targeting (Hacktivism)
— Example “Mark Twain”™
= “Mark Twain” ANDNOT (writ* OR humor OR book)
= “JohnDoe” AND (CEO OR“ACMEParts” OR *Wiley Coyote sighting”)

C) 28  ©2019 Frekye



WILDCARD SEARCHES 1#" 11°3V

= DTM supportswildcard searches within single terms (not within phrase
queries).

= You can use single “¢" or multiple “*" character wildcard searches.

— To perform a single characterwildcard search use “¢"
= Dalgkswillreturn common v ariations: “Daleks" or “Daliks"
— To perform a mulfi-character wildcard search us the **" symbol

= Donald.D*.orgwill capture termslike: Donald.Duck.org & Donald.Ducks.org

= Note: Currently wildcards are only available in filters — Not keywords

= Note: You cannot use the “*" symbol as the first character of a search.
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Fuzzd SEARCHES 7V

= To complete a fuzzy searchuse the tilde, "~", symbol at the end of a single
word term (filter only).

= Forexample, to search for a termsimilarinspelling to eight “gun” use the
fuzzy search:

- Gun~
— This search will find terms like fun and gut.
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PROXIMITY SEARCHES Y

=" Todo a proximity search use the tilde, "~"symbol at the end of a Phrase.

= For example tosearch for “Marvin" and “K-92" within 10 words of each other
INn a document use the search:

- “Marvin K-9"~10

— This will find documents with reference to Marvin and his faithful dog K-2 within 10
words of each other.
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GROUPINGS

= Parentheses can be used to group clauses to sub-queries.
= Examples:

— organization: “ACME Rabbit Detector” AND (Bugs OR Bunny)
= Must contain Acme Rabbit Detector and Bugs or Bunny

— (acme.com OR acme.biz) AND NOT (hares OR Lepus OR lagomorph) Must contain
Acme.com or acme.biz, but not those records that contain hares OR Lepus

OR lagomorph.
= For detailson the Lucene language please visit the official guide af:

https://lucene.apache.org/core/7 5 O/queryparser/org/apache/lucene/querypar
ser/classic/package-summary.html#package.description
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COMMON ERROR THYHPES

= Bulk Upload Errors
= Keywords
= CIDR Blocks

= Filters

— Syntax

— Length

— Non-Latin characterrendering issue
— Syntax Capitalization error correction
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BULKUPLOAD ERRORS

= |f you get the following Errorwhen trying to bulk upload your keywords:

— There was a problem importing your keywords. Please ensure the format matches the

template provided

. This USUO”y meOnS: ENTER KEYWORDS REPLACE KEYWORDS

— The bulk upload sheetis encrypted.

o

— Decrypt and reload the document.

® The spreadsheet may be corrupted oris an older version which is no longer
supported.

— Download a new template from the portal “View Template” and import datain the
new form. Upload new data.
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DON’T TRY TO STACK KEXYWORDS

® Do not use *Keywokd(s) [ 1]

Electroni™zCor

[ | Uni x
— Parenthesis () Unit (ECU)

= Do not combine a term and its acronym

— For example: Electronic Supply Unit (ECU) *Keyword(s) (2

Electronic Control Unit 3

— These should be individual keywords

"ECU" X
= Do not use Boolean operators in keyw ords |

— For example: “Electronic Supply Unit” OR “ES” OR “ESU
— These should be individual keywords
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CIDOR BLOCKS ERRORS

= CIDR Block notationis required for all IP addresses

= Forsingle IP append /32

— 192.168.1.1/32

= No spaces are allowed
- 192.168.1.11/32
- 192.168.1.1/32

— In the bulk upload tool trailing spaces are very easy to find by using the excel “edit” (F2)
tool.
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FILTER ERRORS
= By default the keyword s linked to the filterby the “AND" function

_ Do not place an “AND" before the initialfiter term. A

N . (BBQ OR Auto OR "Three-Wheeler")
— Correct: (BBQ OR Auto OR “Three-Wheeler”) AND (BBQ OR Auto OR “Three-Wheeler”)

vy INOT [Hartri OR Gerald) AND NOT (Joe OR Bob
— Incorrect: AND (BBQ OR Auto OR “Three-Wheeler”) s xor (+ane some o8 et tonary

= The preferred use of the “NOT" function should be “AND NOT"
— If the initial Boolean Operatoris NOT the AND is implied.

— For all follow-on operators use the “AND NOT”
— Correct: NOT (Harrison OR Gerald) AND NOT (Joe OR Bob)
— Incorrect: AND NOT (“Jane Some” OR “Janet Some”)

— Verify that all Boolean operators are in all uppercase: OR, AND , AND NOT

) ©2019 FreEye



FILTER ERRORS CONTINUED

= Filtershave a maxlength of 758 characters

= Non-Latin Character Sets sometimes do notrender correctly in FiP

— If this happens use the bulk upload template to change the character set from
the default Calibrito Abadiand then back to Calibri. This will correct the
characterrenderingissue.

NI Insert  Page Layout  Formulas SGINGEE Insert  Page Layout  Formulas

» Cut Calibri -1 - A cut Abadi J11 YA

1 Conv ~ Copy ~
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SYHNTAX CAPITALIZATION ERROR CORRECTION

= [f the AND, OR, AND NOT functions are not properly capitalized it will
generate an error with the system

= To fix thisissue you willneed to correct the capitalization and amend the
filter.

= Toamend the filter change the order of any two filterterms. This will cause
the system to great a new filter ID

— Original filter: (br3ach* or breach)
— New filter: (breach OR br3ach*)
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